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WRITE-ONCE KEY MEMORY! 



I — HEEPROM DATA MEMORY! 
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INCREMENT-ONLY COUNTER! 



KEY LOAD (ONCE ONLY) 
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FINITE STATE MACHINE 
(CONTROLLER) 
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PORTABLE DATA CARRIER 



POWER SUPPLY I I INPUT/OUTPUT INTERFACE 

FIG. 1 
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START: 

PROGRAMMER HOLDS SECRET KEY K 
AND TAG DATA D 
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TAG SENDS UID I 



PROGRAMMER GENERATES ONE-TIME-PAD 

G(K, UID) USING 
PSEUDORANDOM NUMBER GENERATOR G 
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PROGRAMMER SETS AND TESTS LOCK 

ON G(K, UID) MEMORY, 
ENABLES INCREMENT-ONLY COUNTER 
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